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Invited Talks

• Date: 4/6 online @ Zoom

• https://tamu.zoom.us/my/khhuang?pwd=oAdWOKVOCGPApqDbJnVtktdW2AE6nb.1

• Talk: Improving Personalization and Consistency of Large Foundation Models

• Speaker: Jindong Wang, Assistant Professor, The College of William & Mary

• Date: 4/15 online @ Zoom

• https://tamu.zoom.us/my/khhuang?pwd=oAdWOKVOCGPApqDbJnVtktdW2AE6nb.1

• Talk: Less Is More: Why Compression May Be the Missing Incentive for LLM 
Generalization

• Speaker: Ben Zhou, Assistant Professor, Arizona State University
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Assignment 3
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NLP Model
Diagnosis System

(Adversarial Attacks)

weakness point 1

weakness point 2

weakness point 3

Fix Model (Defenses)

Adversarial Attacks and Defenses



NLP Models are Vulnerable

4

Hello! Could you help me reserve a table 
at the “The Best” restaurant for tomorrow 
at 12pm? 

Of course! I’ve reserved a table at the 
“The Best” restaurant for tomorrow at 
12pm.

Hello! Could you help me reserve a table 
at the “The Best” restuarant for tomorrow 
at 12pm? 

#$^&*^$@!%^*&@%$(*&...

Hello! Could you help me book a table at 
the “The Best” restaurant for tomorrow 
at 12pm? 

#$^&*^$@!%^*&@%$(*&...

I would like to have lunch at “The Best”
restaurant tomorrow at 12pm. Could 
you help me make a reservation?

#$^&*^$@!%^*&@%$(*&...



NLP Models are Vulnerable
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NLP Models are Vulnerable
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Why Do We Need Robust NLP Models

• Ensure NLP models to learn the right features

• Improve model performance on out-of-distribution data

• Against malicious users
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The First Adversarial Example
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Why is it so serious?



Adversarial Examples Brings Big Issues

• You don’t know when your model will fail

• Risky to deploy models to real-world applications

• E.g., self-driving cars

• Dust on camera?
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Stop Sign Moving Forward



Adversarial Attacks

• Develop algorithms to find adversarial examples effectively and efficiently

• Help us to understand the behavior of models
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Adversarial Examples for Text Classification
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Classifier 𝑓𝑥 𝑦

Classifier 𝑓𝑥′ 𝑦′

Small
Change

Target Model

Change has to be 
label-preserving

Label is different

Adversarial Example



Black-Box and White-Box Setting

• White-box setting

• The attacker has full access to the model, including its architecture, 
parameters, and training data

• Black-box setting

• The attacker has no direct access to the model but can query it and observe 
outputs

• Hard-label black-box: observe labels

• Soft-label black-box: observe probability scores or logit values

• Gray-box setting

• The attacker has partial knowledge of the model

• E.g., its architecture but not its exact parameters
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Black-Box Attack: Word Replacement
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Perturb Text

• Random select a word
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Hello! Could you help me reserve a table 
at the “The Best” restaurant for tomorrow 
at 12pm? 



Perturb Text

• Random select a word

• Compute nearest neighbors of the selected word according to the distance 
in the GloVe embedding space
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Hello! Could you help me reserve a table 
at the “The Best” restaurant for tomorrow 
at 12pm? 

book

preserve

conservereserved

reserving



Perturb Text

• Random select a word

• Compute nearest neighbors of the selected word according to the distance 
in the GloVe embedding space

• Use a language model to filter out some candidates
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Hello! Could you help me reserve a table 
at the “The Best” restaurant for tomorrow 
at 12pm? 

book

preserve

conserve



Perturb Text

• Random select a word

• Compute nearest neighbors of the selected word according to the distance 
in the GloVe embedding space

• Use a language model to filter out some candidates

• Pick the one that will maximize the target label prediction probability

17

Hello! Could you help me reserve a table 
at the “The Best” restaurant for tomorrow 
at 12pm? 

book

preserve

conserve



Perturb Text

• Random select a word

• Compute nearest neighbors of the selected word according to the distance 
in the GloVe embedding space

• Use a language model to filter out some candidates

• Pick the one that will maximize the target label prediction probability

• The selected word is replaced by the picked one
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Hello! Could you help me reserve a table 
at the “The Best” restaurant for tomorrow 
at 12pm? 

Hello! Could you help me book a table at 
the “The Best” restaurant for tomorrow at 
12pm? 

book

preserve

conserve



Genetic Algorithm
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Hello! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me book a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Can you help me reserve

a table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hey! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me reserve a 

table for the “The Best” restaurant 
for tomorrow at 12pm? 

Perturb Text

First Generation



Genetic Algorithm
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Hello! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me book a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Can you help me reserve

a table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hey! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me reserve a 

table for the “The Best” restaurant 
for tomorrow at 12pm? 

Perturb Text

0.32

0.18

0.07

0.11

Target Label
Probability



Genetic Algorithm
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Hello! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me book a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Can you help me reserve

a table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hey! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me reserve a 

table for the “The Best” restaurant 
for tomorrow at 12pm? 

Perturb Text

0.32

0.18

0.07

0.11

Successful?



Genetic Algorithm
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Hello! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me book a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Can you help me reserve

a table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hey! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me reserve a 

table for the “The Best” restaurant 
for tomorrow at 12pm? 

Perturb Text

0.32

0.18

0.07

0.11

0.47

0.27

0.10

0.16

Normalized
Probability



Genetic Algorithm
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Hello! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me book a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Can you help me reserve

a table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hey! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me reserve a 

table for the “The Best” restaurant 
for tomorrow at 12pm? 

Perturb Text

0.32

0.18

0.07

0.11

0.47

0.27

0.10

0.16

Normalized
Probability

Hello! Could you help me book a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Can you help me reserve

a table for the “The Best” restaurant 
for tomorrow at 12pm? 

Crossover



Genetic Algorithm
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Hello! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me book a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Can you help me reserve

a table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hey! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me reserve a 

table for the “The Best” restaurant 
for tomorrow at 12pm? 

Perturb Text

0.32

0.18

0.07

0.11

0.47

0.27

0.10

0.16

Next Generation

Hello! Could you help me book a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Can you help me reserve

a table for the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hey! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 



Genetic Algorithm
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Hello! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me book a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Can you help me reserve

a table for the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hey! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Perturb Text

0.32

0.45

0.02

0.07



Attacking Results

• LSTM classifier on IMDB and SNLI datasets
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Gray-Box Attack: BERT-ATTACK
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How to Determine Which Words to Replace?
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Hello! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me <mask> a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! <mask> you help me reserve

a table at the “The Best” restaurant 
for tomorrow at 12pm? 

<mask>! Could you help me reserve

a table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me reserve a 

table <mask> the “The Best”
restaurant for tomorrow at 12pm? 

𝑝 = 𝑓(𝑥)

𝑝𝑚𝑎𝑠𝑘 = 𝑓(𝑥𝑚𝑎𝑠𝑘)

Importance = 𝑝 − 𝑝𝑚𝑎𝑠𝑘



Decide Word Candidates 
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Could you help me reserve … at 12 pm ?

BERT

0.210.180.16 0.10



Decide Word Candidates 
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Could you help me reserve … at 12 pm ?

BERT

0.210.180.16 0.10

keep

hold

book
Choose the most 

effective one
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Could you help me book … at 12 pm ?

BERT

0.180.16 0.10

keep

hold

book

make

assist

aid

Choose the most 
effective one

Decide Word Candidates 



Attacking Results

• BERT classifier
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White-Box Attack: HotFlip
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White-Box Setting

• The attacker has full access to the model, including its architecture, 
parameters, and training data

• We can compute loss

• Minimize loss → better performance

• Maximize loss → worse performance

34



One-Hot Representations
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Could you help me reserve

0
1
0
0
…
0
0
0
0

0
0
0
0
…
0
0
1
0

0
0
0
0
…
0
0
0
0

0
0
0
0
…
0
0
0
0

0
0
0
0
…
0
1
0
0

𝑥1 𝑥2 𝑥3 𝑥4 𝑥5

𝑊 =
|
𝑤1

|

|
𝑤2

|
…

|
𝑤𝑉

|

𝑒𝑖 = 𝑊𝑥𝑖= 
|
𝑤1

|

|
𝑤2

|
…

|
𝑤𝑉

|
𝑥𝑖

𝑝 = 𝑓(𝑥1, 𝑥2, … , 𝑥𝑉) = 𝑓′(𝑊𝑥1,𝑊𝑥2, … ,𝑊𝑥𝑉)



Flip Vector
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Could you help me reserve

0
1
0
0
…
0
0
0
0

0
0
0
0
…
0
0
1
0

0
0
0
0
…
0
0
0
0

0
0
0
0
…
0
0
0
0

0
0
0
0
…
0
1
0
0

𝑥1 𝑥2 𝑥3 𝑥4 𝑥5

book

1
0
0
0
…
0
−1
0
0

𝑣 position for 
book

+

𝑝 = 𝑓(𝑥1, 𝑥2, … 𝑥5 + 𝑣, 𝑥𝑉)



Derivative Along Flip Vector
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Could you help me reserve

0
1
0
0
…
0
0
0
0

0
0
0
0
…
0
0
1
0

0
0
0
0
…
0
0
0
0

0
0
0
0
…
0
0
0
0

0
0
0
0
…
0
1
0
0

𝑥1 𝑥2 𝑥3 𝑥4 𝑥5

book

1
0
0
0
…
0
−1
0
0

𝑣 position for 
book

+

∇𝑣ℒ 𝑥, 𝑦 = ∇𝑥ℒ 𝑥, 𝑦 ⊤𝑣



Most Effective Flip
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Could you help me reserve

0
1
0
0
…
0
0
0
0

0
0
0
0
…
0
0
1
0

0
0
0
0
…
0
0
0
0

0
0
0
0
…
0
0
0
0

0
0
0
0
…
0
1
0
0

𝑥1 𝑥2 𝑥3 𝑥4 𝑥5

book

1
0
0
0
…
0
−1
0
0

𝑣 position for 
book

+

max
𝑣

∇𝑥ℒ 𝑥, 𝑦 ⊤𝑣 = max
𝑏

𝜕ℒ (𝑏)

𝑥
−
𝜕ℒ (reserve)

𝑥



Multiple Changes

• For three changes

• 𝑐1, 𝑐2, 𝑐3

39



Attacking Results

40



Attacking Results

41



Black-Box Attack: DistFlip

42



Train A White-Box Model to Generate Data

43



Train An Attacker Model

44



Apply Attacker Model for Black-Box Model

45



Attacking Results

46



Follow-Up: More on Soft-Label Black-Box Setting

• Train a white-box model to mimic the output logits of black-box model

• Generate adversarial examples for white-box model

• Surprisingly, adversarial examples work well for black-box model as well!

47



LLM Era: Jailbreaking

48
Universal and Transferable Adversarial Attacks on Aligned Language Models, 2023



LLM Era: Jailbreaking

49
Universal and Transferable Adversarial Attacks on Aligned Language Models, 2023



• An iterative way to find the adversarial suffix with gradients

• White-box setting: Assume we have access to model weights

50

Step 1: Initiate suffix with random tokens

Whtie-Box Jailbreaking: Greedy Coordinate Gradient (GCG)

Universal and Transferable Adversarial Attacks on Aligned Language Models, 2023



• An iterative way to find the adversarial suffix with gradients

• White-box setting: Assume we have access to model weights

51

Step 2: Replace one token to maximize the 
likelihood of “affirmative responses”

&

Whtie-Box Jailbreaking: Greedy Coordinate Gradient (GCG)

Universal and Transferable Adversarial Attacks on Aligned Language Models, 2023



• An iterative way to find the adversarial suffix with gradients

• White-box setting: Assume we have access to model weights

52

Step 2: Replace one token to maximize the 
likelihood of “affirmative responses”

Step 3: Repeat Step 2 until successful

& *a

Whtie-Box Jailbreaking: Greedy Coordinate Gradient (GCG)

Universal and Transferable Adversarial Attacks on Aligned Language Models, 2023



Whtie-Box Jailbreaking: Greedy Coordinate Gradient (GCG)

53

Strong jailbreaking rate

Performance is transferrable
Vicuna-7B and 13B → Others

Universal and Transferable Adversarial Attacks on Aligned Language Models, 2023
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Whtie-Box Jailbreaking: Greedy Coordinate Gradient (GCG)

How about using some filters?

Universal and Transferable Adversarial Attacks on Aligned Language Models, 2023



Whtie-Box Jailbreaking: AutoDAN

• Generate readable adversarial prompts with gradients 

55
AutoDAN: Interpretable Gradient-Based Adversarial Attacks on Large Language Models, 2024



Black-Box Jailbreaking: Do-Anything-Now (DAN)

• Black-box setting: No access to model weights

• Manually crafted prompts sourced from online communities

56
https://gist.github.com/coolaj86/6f4f7b30129b0251f61fa7baaa881516 



Black-Box Jailbreaking: Template-Based Prompts

57

Persuasive Adversarial Prompt

Code Injection
Prompt

Symbolic
Mathematic Prompt

How Johnny Can Persuade LLMs to Jailbreak Them: Rethinking Persuasion to Challenge AI Safety by Humanizing LLMs, 2024

Jailbreaking Large Language Models with Symbolic Mathematics, 2024

Exploiting Programmatic Behavior of LLMs: Dual-Use Through Standard Security Attacks, 2023



Black-Box Jailbreaking: Automated Evolving Prompts

58

AutoDAN: Evolving with Hierarchical Genetic Algorithm

AutoDAN: Generating Stealthy Jailbreak Prompts on Aligned Large Language Models, 2024



Black-Box Jailbreaking: Automated Evolving Prompts

59

PAIR: Improving with Chat History

Jailbreaking Black Box Large Language Models in Twenty Queries, 2023



Black-Box Jailbreaking: Multilingual Prompts

60
Multilingual Jailbreak Challenges in Large Language Models, 2024



How to Defend?

61

Input Perturbations + Majority Vote!

Word-Level Perturbations Character-Level Perturbations

SmoothLLM: Defending Large Language Models Against Jailbreaking Attacks, 2023

Defending Against Alignment-Breaking Attacks via Robustly Aligned LLM, 2024



How to Defend?

62

Prompt Rewriting

Defending LLMs against Jailbreaking Attacks via Backtranslation, 2024



LLM Guardrails

63
https://www.leanware.co/insights/llm-guardrails 



Data Augmentation

64

Hello! Could you help me reserve a table 
at the “The Best” restaurant for tomorrow 
at 12pm? 

Of course! I’ve reserved a table at the 
“The Best” restaurant for tomorrow at 
12pm.

Hello! Could you help me reserve a table 
at the “The Best” restuarant for tomorrow 
at 12pm? 

Hello! Could you help me book a table at 
the “The Best” restaurant for tomorrow 
at 12pm? 

I would like to have lunch at “The Best”
restaurant tomorrow at 12pm. Could 
you help me make a reservation?

Of course! I’ve reserved a table at the 
“The Best” restaurant for tomorrow at 
12pm.

Of course! I’ve reserved a table at the 
“The Best” restaurant for tomorrow at 
12pm.

Of course! I’ve reserved a table at the 
“The Best” restaurant for tomorrow at 
12pm.



Radius 𝜖

Randomized Smoothing

Standard training loss 
for text classification

65

min
𝑓

෍

𝑥,𝑦 ∈𝑋𝑠𝑟𝑐

ℒ(𝑓 𝑥 , 𝑦)

Cross-Entropy Loss

min
𝑓

෍

𝑥,𝑦 ∈𝑋𝑠𝑟𝑐

ℙ𝛿(ℒ(𝑓 𝑥 + 𝛿 , 𝑦))

Randomized Smoothing
(optimize the expectation case)

is are

book booked

a an

help assist

was

reserve

the

aid

Randomly 
sampled noise



Adversarial Training

Standard training loss 
for text classification

66

min
𝑓

෍

𝑥,𝑦 ∈𝑋𝑠𝑟𝑐

ℒ(𝑓 𝑥 , 𝑦)

Cross-Entropy Loss

min
𝑓

෍

𝑥,𝑦 ∈𝑋𝑠𝑟𝑐

max
||𝛿||≤𝜖

ℒ(𝑓 𝑥 + 𝛿 , 𝑦)

Adversarial training
(optimize the worst case)

Radius 𝜖

is are

book booked

a an

help assist

was

reserve

the

aid

Worst direction to 
maximize loss



Certified Robustness

67

Hello! Could you help me reserve a table 
at the “The Best” restaurant for tomorrow 
at 12pm? 

book

preserve

conservereserved

reserving

Certified Robustness to Adversarial Word Substitutions, 2019

Achieving Verified Robustness to Symbol Substitutions via Interval Bound Propagation, 2019



Backdoor Attacks and Data Poisoning

68

NLP Model Can be manipulated

Training examples

NLP Model Well behaved

Training examples

Cleaning example Malicious example

Data poisoning



Backdoor Attacks and Data Poisoning

69



Backdoor Attacks and Data Poisoning: Goals

• Easy to learn

• Poison data contain simple “trigger” features

• Neural models naturally have simplicity bias that helps overfitting the poison 
data

• Hard to detect

• Usually, 1% of poison in training data easily leads to >90% attack success rate

• Rarely affect benign performance

70



Poisoned DataModel Weights

Objective Function

71

Victim Model

Attacker Objective

Poisoned data can be concealed!



Optimization

72

Attacker Objective

One-Step Inner Optimization

Gradient for Outer Optimization



Results on Classification Tasks

73



Results on Language Modeling

74
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