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NLP Models are Vulnerable
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Hello! Could you help me reserve a table 
at the “The Best” restaurant for tomorrow 
at 12pm? 

Of course! I’ve reserved a table at the 
“The Best” restaurant for tomorrow at 
12pm.

Hello! Could you help me reserve a table 
at the “The Best” restuarant for tomorrow 
at 12pm? 

#$^&*^$@!%^*&@%$(*&...

Hello! Could you help me book a table at 
the “The Best” restaurant for tomorrow 
at 12pm? 

#$^&*^$@!%^*&@%$(*&...

I would like to have lunch at “The Best” 
restaurant tomorrow at 12pm. Could 
you help me make a reservation?

#$^&*^$@!%^*&@%$(*&...



NLP Models are Vulnerable

3



NLP Models are Vulnerable
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Why Do We Need Robust NLP Models

• Ensure NLP models to learn the right features

• Improve model performance on out-of-distribution data

• Against malicious users
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The First Adversarial Example
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Why is it so serious?



Adversarial Examples Brings Big Issues

• You don’t know when your model will fail

• Risky to deploy models to real-world applications

• E.g., self-driving cars

• Dust on camera?

7

Stop Sign Moving Forward



Adversarial Attacks

• Develop algorithms to find adversarial examples effectively and efficiently

• Help us to understand the behavior of models
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Adversarial Examples for Text Classification
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Classifier 𝑓𝑥 𝑦

Classifier 𝑓𝑥′ 𝑦′

Small
Change

Target Model

Change has to be 
label-preserving

Label is different

Adversarial Example



Black-Box and White-Box Setting

• White-box setting

• The attacker has full access to the model, including its architecture, 
parameters, and training data

• Black-box setting

• The attacker has no direct access to the model but can query it and observe 
outputs

• Hard-label black-box: observe labels

• Soft-label black-box: observe probability scores or logit values

• Gray-box setting

• The attacker has partial knowledge of the model

• E.g., its architecture but not its exact parameters
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Black-Box Attack: Word Replacement
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Genetic Algorithm
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Hello! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me book a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Can you help me reserve 

a table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hey! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me reserve a 

table for the “The Best” restaurant 
for tomorrow at 12pm? 

Perturb Text

First Generation



Genetic Algorithm
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Hello! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me book a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Can you help me reserve 

a table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hey! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me reserve a 

table for the “The Best” restaurant 
for tomorrow at 12pm? 

Perturb Text

0.32

0.18

0.07

0.11

Target Label
Probability



Genetic Algorithm
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Hello! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me book a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Can you help me reserve 

a table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hey! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me reserve a 

table for the “The Best” restaurant 
for tomorrow at 12pm? 

Perturb Text

0.32

0.18

0.07

0.11

Successful?



Genetic Algorithm
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Hello! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me book a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Can you help me reserve 

a table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hey! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me reserve a 

table for the “The Best” restaurant 
for tomorrow at 12pm? 

Perturb Text

0.32

0.18

0.07

0.11

0.47

0.27

0.10

0.16

Normalized
Probability



Genetic Algorithm
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Hello! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me book a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Can you help me reserve 

a table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hey! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me reserve a 

table for the “The Best” restaurant 
for tomorrow at 12pm? 

Perturb Text

0.32

0.18

0.07

0.11

0.47

0.27

0.10

0.16

Normalized
Probability

Hello! Could you help me book a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Can you help me reserve 

a table for the “The Best” restaurant 
for tomorrow at 12pm? 

Crossover



Genetic Algorithm
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Hello! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me book a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Can you help me reserve 

a table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hey! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me reserve a 

table for the “The Best” restaurant 
for tomorrow at 12pm? 

Perturb Text

0.32

0.18

0.07

0.11

0.47

0.27

0.10

0.16

Next Generation

Hello! Could you help me book a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Can you help me reserve 

a table for the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hey! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 



Genetic Algorithm
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Hello! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me book a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Can you help me reserve 

a table for the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hey! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Perturb Text

0.32

0.45

0.02

0.07



Attacking Results

• LSTM classifier on IMDB and SNLI datasets
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Gray-Box Attack: BERT-ATTACK
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How to Determine Which Words to Replace?
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Hello! Could you help me reserve a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me <mask> a 

table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! <mask> you help me reserve 

a table at the “The Best” restaurant 
for tomorrow at 12pm? 

<mask>! Could you help me reserve 

a table at the “The Best” restaurant 
for tomorrow at 12pm? 

Hello! Could you help me reserve a 

table <mask> the “The Best” 
restaurant for tomorrow at 12pm? 

𝑝 = 𝑓(𝑥)

𝑝𝑚𝑎𝑠𝑘 = 𝑓(𝑥𝑚𝑎𝑠𝑘)

Importance = 𝑝 − 𝑝𝑚𝑎𝑠𝑘



Decide Word Candidates 
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Could you help me reserve … at 12 pm ?

BERT

0.210.180.16 0.10



Decide Word Candidates 
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Could you help me reserve … at 12 pm ?

BERT

0.210.180.16 0.10

keep

hold

book
Choose the most 

effective one
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Could you help me book … at 12 pm ?

BERT

0.180.16 0.10

keep

hold

book

make

assist

aid

Choose the most 
effective one

Decide Word Candidates 



Attacking Results

• BERT classifier
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White-Box Attack: HotFlip
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White-Box Setting

• The attacker has full access to the model, including its architecture, 
parameters, and training data

• We can compute loss

• Minimize loss → better performance

• Maximize loss → worse performance
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Flip Vector
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Could you help me reserve

0
1
0
0
…
0
0
0
0

0
0
0
0
…
0
0
1
0

0
0
0
0
…
0
0
0
0

0
0
0
0
…
0
0
0
0

0
0
0
0
…
0
1
0
0

𝑥1 𝑥2 𝑥3 𝑥4 𝑥5

book

1
0
0
0
…
0
−1
0
0

𝑣 position for 
book

+

𝑝 = 𝑓(𝑥1, 𝑥2, … 𝑥5 + 𝑣, 𝑥𝑉)



Most Effective Flip
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Could you help me reserve

0
1
0
0
…
0
0
0
0

0
0
0
0
…
0
0
1
0

0
0
0
0
…
0
0
0
0

0
0
0
0
…
0
0
0
0

0
0
0
0
…
0
1
0
0

𝑥1 𝑥2 𝑥3 𝑥4 𝑥5

book

1
0
0
0
…
0
−1
0
0

𝑣 position for 
book

+

max
𝑣
∇𝑥ℒ 𝑥, 𝑦 ⊤𝑣 = max

𝑏

𝜕ℒ (𝑏)

𝑥
−
𝜕ℒ (reserve)

𝑥



Attacking Results
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Black-Box Attack: DistFlip

31



Train A White-Box Model to Generate Data
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Train An Attacker Model
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Apply Attacker Model for Black-Box Model
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Attacking Results
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Follow-Up: More on Soft-Label Black-Box Setting

• Train a white-box model to mimic the output logits of black-box model

• Generate adversarial examples for white-box model

• Surprisingly, adversarial examples work well for black-box model as well!
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LLM Era: Jailbreaking

37
Universal and Transferable Adversarial Attacks on Aligned Language Models, 2023



LLM Era: Jailbreaking
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Universal and Transferable Adversarial Attacks on Aligned Language Models, 2023



LLM Guardrails
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https://www.leanware.co/insights/llm-guardrails 



Data Augmentation

40

Hello! Could you help me reserve a table 
at the “The Best” restaurant for tomorrow 
at 12pm? 

Of course! I’ve reserved a table at the 
“The Best” restaurant for tomorrow at 
12pm.

Hello! Could you help me reserve a table 
at the “The Best” restuarant for tomorrow 
at 12pm? 

Hello! Could you help me book a table at 
the “The Best” restaurant for tomorrow 
at 12pm? 

I would like to have lunch at “The Best” 
restaurant tomorrow at 12pm. Could 
you help me make a reservation?

Of course! I’ve reserved a table at the 
“The Best” restaurant for tomorrow at 
12pm.

Of course! I’ve reserved a table at the 
“The Best” restaurant for tomorrow at 
12pm.

Of course! I’ve reserved a table at the 
“The Best” restaurant for tomorrow at 
12pm.



Radius 𝜖

Randomized Smoothing

Standard training loss 
for text classification

41

min
𝑓

෍

𝑥,𝑦 ∈𝑋𝑠𝑟𝑐

ℒ(𝑓 𝑥 , 𝑦)

Cross-Entropy Loss

min
𝑓

෍

𝑥,𝑦 ∈𝑋𝑠𝑟𝑐

ℙ𝛿(ℒ(𝑓 𝑥 + 𝛿 , 𝑦))

Randomized Smoothing
(optimize the expectation case)

is are

book booked

a an

help assist

was

reserve

the

aid

Randomly 
sampled noise



Adversarial Training

Standard training loss 
for text classification
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min
𝑓

෍

𝑥,𝑦 ∈𝑋𝑠𝑟𝑐

ℒ(𝑓 𝑥 , 𝑦)

Cross-Entropy Loss

min
𝑓

෍

𝑥,𝑦 ∈𝑋𝑠𝑟𝑐

max
||𝛿||≤𝜖

ℒ(𝑓 𝑥 + 𝛿 , 𝑦)

Adversarial training
(optimize the worst case)

Radius 𝜖

is are

book booked

a an

help assist

was

reserve

the

aid

Worst direction to 
maximize loss



Certified Robustness

43

Hello! Could you help me reserve a table 
at the “The Best” restaurant for tomorrow 
at 12pm? 

book

preserve

conservereserved

reserving

Certified Robustness to Adversarial Word Substitutions, 2019

Achieving Verified Robustness to Symbol Substitutions via Interval Bound Propagation, 2019



Backdoor Attacks and Data Poisoning
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Backdoor Attacks and Data Poisoning: Goals

• Easy to learn

• Poison data contain simple “trigger” features

• Neural models naturally have simplicity bias that helps overfitting the poison 
data

• Hard to detect

• Usually, 1% of poison in training data easily leads to >90% attack success rate

• Rarely affect benign performance

45



Poisoned DataModel Weights

Objective Function
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Victim Model

Attacker Objective

Poisoned data can be concealed!



Results on Classification Tasks
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Results on Language Modeling
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Questions?

49
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